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The world today is a global village thanks to technology. Technology has brought plenty of positive changes to human behaviors and activities.  The current technological devices use Artificial Intelligence and the Internet of Things to facilitate the smooth running of computer programs. To understand the operations of technology, it is important to know the mindset behind the controls of technological devices. 
This research briefly describes the basics and history of IoT and AI and security issues affecting the two. In brief, an AI is a machine that can vindicate and take actions that are best in achieving a precise goal. The goals of AI include knowledge, perception, and observations. With its ability to carry out precise tasks without the possibility of errors, the AI has a wide variety of applications in manufacturing, processing, and business. IoT, on the other hand, refers to a system of interconnected computing strategies, machine-driven and digital types of machinery, items, creatures, or individuals that are provided with inimitable recognizers and the capability to allocate information over a net short of needing social to human. 
In addition, the essay explains the security threats arising from the use of AI and IoT while running technological devices and industrial machines. The findings show that AI and IoT are prone to cyber-attacks and malware infections. The main security issues facing AI are increased access to superfast 5G internet speed by cybersecurity attackers and increased efficiency, accuracy, and smartness of technological attacks. The better the AI gets, the better the hackers also get. On the other hand, IoT devices may suffer from incorrect access control, which provides a large surface for attacks, inappropriate encryption, and application vulnerabilities, among others, as discussed in the essay. 

 




AI & IoT Attacks and Security
Introduction
Artificial intelligence (AI) is the incentive of human intellect in technologies planned to think like a normal human being and imitate their movements.  The ideal significance of AI is that it can vindicate and take the best actions to achieve a precise goal. The goals of AI include knowledge, wise, and observations. When individuals first hear about Artificial Intelligence (AI), the first thing that comes to their minds is robots. However, AI is mostly built on the belief that human rationality can be explained so that a certain machine can simply imitate and implement tasks. There are four types of AI: sensitive machines, partial memory, model of the mind, and self-awareness. The main goal of AI includes imitating human intellectual activities. AI is continuing to benefit many industries differently. AI is categorized into two different parts: weak and strong (Russell et al., 2002). Weak AI is systems that are premeditated to carry out only one precise task, and they comprise video games like chess. Strong AI is systems that are premeditated to carry more than one task and are considered as humans. 
[bookmark: _Hlk79178358]A system of interconnected computing strategies, machine-driven and digital machineries, items, creatures, or individuals provided with inimitable recognizers and the capability to allocate information over a net without needing social to human is stated as Internet of things (IoT). In the Internet of things (IoT), a thing can be an individual with a heart display insert, a farmstead bodily with a biochip transponder. IoT has several benefits, monitoring the overall business processes, improving their clients' experience, saving time and money, enhances workers' productivity, integrating and adapting business theories, and generating more incomes. The Internet of things (IoT) system comprises web-enabled smart strategies that use entrenched like computers, devices, and communication computer hardware used to gather, guide, and perform on data they acquire from their environments (Madakam et al., 2015). Internet of things (IoT) also uses AI and machine knowledge to aid in making data gathering processes relaxed and livelier. IoT can access info from anywhere at any time on any device, and it also transfers data packets over an associated net, saving time and cash.
Artificial Intelligence Attacks
A fusion intelligence- classic proposed in this article controls the rebuilding and reimbursement of cyber-attacks tossed on involvements of nonlinear CPS and business internet of things that labor over joint communications net. A session of n-order nonlinear schemes is thought of as theory of cyber-physical systems despite the fact that it is in the occurrence of cyber-attacks first in a frontward network. To reimburse cyber-attacks, an intellectual- classical control system is established. Neural net is planned as an intellectual estimate for spell valuation. A standard nonlinear resistor scheme based on flexibility construction regulator system is planned to reimburse the impact of outbreaks and regulate the scheme presentation in chasing submissions.  According to (Farivar et al. 2019), in the mentioned device, the nonlinear regulator model is useful to assurance the firmness of the scheme when outbreaks happen. In this device, a Gaussian circular base meaning neural network is mostly castoff to valuation and rebuilding cyber-attacks tossed on the interacted scheme. The Lyapunov function is an adapted law of the intellectual estimator. The rationality and possibility of the projected device demonstrate the imitation results.
What makes the trend more dangerous is the use of data to become cleverer and more precise. These attacks can become cleverer with every success and failure, and they are very hard to forecast and sojourn. The attacks quickly become tougher to regulate when the attacks outperform the defender's proficiency and tools. AI attacks need to be reacted quickly due to their increase as per AI security. Many businesses are provided with many profits due to the increased speed and consistency. Cyberattacks are benefiting from this speed, and they can learn from themselves pretty first and be able to use group attacks to advance access fast. Threat actors can also work very quickly due to the fast speed provided to them. AI is weaponized by cyberattacks in two different ways (1) designing the attacks and then (2) conducting the attack. AI can imitate trusted actors, according to the world economic forum. They easily learn about a real individual and then use bots to copy their activities and verbal. Attackers can easily spot openings when using an AI-like net without using any protection. Al also permits weaknesses that a person could not notice since the bot uses info from previous attacks to plug a touch fluctuation.  Most firms use artificial intelligence to predict their clients' necessities. The same is applied to the threat actors who use the same thought to increase the probabilities of an attack's achievement. Also, AI is capable of making it harder for protectors to notice the precise attack. Threat actors can use AI to plan attacks that create new alterations based on the protection tossed at the attack. Technology and security specialists have to secure against continuously varying attacks that are very rigid to sojourn. 

Artificial Intelligence Security
Prediction of threats and responding to artificial intelligence (AI) are made for cybersecurity. Attackers are using AI to unveil more attacks that are distinguished because artificial intelligence is found everywhere.  Artificial intelligence, just like their name suggests, represents the advanced perception of machineries' carrying out smart tasks. A subsection of artificial intelligence is machine learning. Machine learning is used to offer info to computers so that they can be able to develop the data and study for themselves. Algorithms are made based on information that determines what designs are expected and measured irregularly, be it by artificial intelligence or machine learning. For the best artificial intelligence, it requires data scientists, statistics, and human involvement.  Artificial intelligence creates results that may not seem to be observable to the human running as they train it. However, if not trained, it is also allowed to make judgments basing on the data (Stone, 2021).

Internet of things Attacks
This IoT has some of the attacks that are hard to forget, like botnets, while others do not come to mind so easily. According to (Gloss 2020), these attacks include IoT botnets, DNS attacks, IoT ransomware, IoT physical security, and shadow IoT. 
· Domain Name System attacks. Internet of things (IoT) is used to gather data from older machines, and many organizations use it. These machines are not planned with more current security standards. Organizations can expose the net weaknesses to older strategies when the legacies are combined with IoT. IT administrators ensure DNS weaknesses that they do not become an attack on the Internet of things.
· [bookmark: _Hlk79180035]Internet of things ransomware.   IoT ransomware threats increase each time when the number of unsecured strategies connected to the corporate network increases. 
· Internet of things botnets.  Most botnet orchestrators find Internet of things strategies a striking target due to weak security formations and the number of strategies entrusted to a botnet used to target organizations. Therefore, the detection of botnet attacks is not that easy. However, IT supervisors can use various steps to protect the devices, like keeping a record of every device.
· Shadow internet of things. Information Technology supervisors are always unable to control what their devices connect to their network. However, these supervisors can put in place some policies that can limit the attacks of the shadow IoT. 
Internet of Things security
Most businesses can obtain more inspiring profits from IoT.  More Internet of things and more complex Internet of things bionetwork also increases security weaknesses from advantage to haze. There are different important Internet of things security encounters. They include Weakening password fortification, Lack of regular coverings and apprises and weak updated devices, Apprehensive interfaces, inadequate data safety, Poor Internet of things device administration, and Internet of the things skills gap. IoT security refers to the methods of safety used to protect internet-connected devices.  It is also the family of procedures, policies, and apparatuses used to secure these devices from being conceded. The thing that increases cyber-attacks is the connectivity intrinsic to the Internet of things. To ensure end-to-end security for a connected internet of things devices is the main element for the market. Without security then the IoT will conclude to occur.  According to (Ukil et al. 2011), many firms have to take the obligation to entrench security from the beginning of the Internet of things to be able to protect and trust the market that all the investors can be able to rely on. These firms need to build trust, secure their clients and reply to developing necessities with the integrated and combined method. Internet of things requires a flexible security outline and light trace instruction that pledges the firm's security and encourages progress and effective growth of the Internet of things. 



Conclusion 
The artificial and Internet of things have been described and well explained. The ideal significance of AI is that it can vindicate and take the best actions to achieve a precise goal. Examples and befits of both AI and IoT have been given and how they are benefiting most companies. AI attacks and security have also been mentioned and their effects on companies as well. To reimburse cyber-attacks, an intellectual- classical control system is established. Neural net is planned as an intellectual estimate for outbreak valuation and a standard nonlinear resistor scheme basing on the flexible structure regulator technique. This is planned to reimburse the impact of outbreaks and regulate the system presentation in chasing submissions IoT has several benefits, monitoring the overall business processes, improving their client's experience, saving time and money, enhances workers productivity, integrating and adapting business theories and generating more incomes. Attackers can easily spot openings when using an AI-like net without using any protection. Al also permits weaknesses that a person could not notice since the bot uses info from previous attacks to plug a touch fluctuation. Artificial intelligence, just as its name suggests, represents the advanced perception of machineries' carrying out smart tasks. Internet of things ransomware, IoT ransomware threats increase when the number of unsecured strategies connected to the corporate network increases.  It is also the family of procedures, policies, and apparatuses used to secure these devices from being conceded. The thing that increases cyber-attacks is the connectivity intrinsic to the Internet of things. Most firms use artificial intelligence to predict their clients' necessities. The same is applied to the threat actors who use the same thought to increase the probabilities of an attack's achievement.
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